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MaCTHOCTM, MO>KeT 6blTb HCnOJ1b30BaH B 

cucTeiviax h ycTpotiCTBax nepefla^n pa3HHMHbix 

BMflOB MHCjD0pMai4MH no KaHaJiaM 3JieKTpOCBfl3M. 
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conpa^eHUfi, 6"jiok 6 KpunTOMOAynfl, u_inc)DpaTop 
7, 6jiok 8 ynpaBJieHMfi. TexHUMecKUM pe3ynbTaT 
- BbicoKMM ypoBeHb 3aLAMTbi AaHHbix npn nx 
xpaHeHUM n nepeAane or AeLuncjDpoBaHMn v\ 

B03MO>KHOM MOA^C^MKaUlMH 3a CH6T 

KpunTOCTOMKHX npeo6pa30BaHklW, B03MO>KHOCTb 

nepeAann HH0opMai4MH KaK HenocpeACTBeHHO c 
3BM nojib30BaTerm, TaK h/hjih ot Apyroro 

MCTOHHUKa HHCjDOpMaHMM. 8 3 .H .<$ . , 4 Mil. 
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(54) METHOD FOR CRYPTOPROTECTION OF TELECOMMUNICATION KNOW-HOW SYSTEMS 

(57) Abstract: 

FIELD: electrical communications; devices 
and systems for transmitting various types 
of information over electric communication 
channels. SUBSTANCE: method involves 
pre- recording of combination of permitted 
passwords, introduction of password, its 
identification, introduction of key, 
generation of pseudorandom train, shaping of 
crypto key, ciphering of data signal, 
transmission of crypto signal to shared 
communication channel and its deciphering. 
Crypto protection system has computer 1, 
input/output unit 2, algorithm unit 3, key 
data storage unit 4, interface unit 5, 
crypto module unit 6, cryptographer 7, 
control unit 8. EFFECT: improved protection 
of stored and transmitted data against 
deciphering and probable modification due to 
cryptoresistant conversions; provision for 
data transmission both directly from User's 
computer and/or from other data source. 9 
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M3o6peTeHne othochtca k oneKTpocBasM, a 

MMeHHO K T6XHMK8 KpnnT03aU4MTbl CMCTeM 

TeneKOMMyHMKai^noHHbix TexHonorMM n, b 

HaCTHOCTM, MO>KeT 6blTb HCnOJI b30BaHO B 

cucTeiviax m ycrpoMCTBax nepe,qaMH pa3JinMHbix 
bmaob WHcjDopMai^nn no KaHanaM 3neKrpocBfi3n. 

H3BecTeH cnocoo" paooTbi annapaTypbi 
nepefla^H flamnbix c 3aLHMTOM ot 
HecaHKi^noHnpoBaHHoro AOCTyna (HflC), 
3aKJifOHafOLHHMcn b tom, hto Ha nepqboKapTy 
ycTaHOBiieHHbiM cnoco6oM 3aHocwTca npM3HaK 
MfleHTMcjDHKai4nn KOHKpeTHoro nonb30BaTena, 
KOTopbiM CHUTbiBaeTC^ cneLjManbHbiM 
ycTpoPicTBOM m onpeAenaeTca npaBO AOCTyna 
3Toro nonb30BaTena [1] 

H g flo ct aT ko m 3Toro cnocooa aBnaeTca to, 
hto oh npeflHa3HaneH 3 b nepByto onepeAb, AJ~ia 
3aLL^HTbi ot HCfl. Kpoivie Toro, oh He 
oGecneHMBaeT BbinonHeHMa coBpeMeHHbix 
Tpe6oBaHMM k o6ecneHeHMK) rapaHTupoBaHHOM 
3au4MTbi ot HCfl, TaK KaK npeAnonaraeT HannHne 
nepcjDOKapT, KOTopbie MoryT 6biTb yTpaneHbi. 

M3BecTSH cnocoo" nepeAann ceKpeTHofi 
MHcjDopMai^nn no cucTeMe cba3m oo"Lnero 

nonb30BaHHfl, KOTOpbIM MO>KeT 6blTb 

ncnonb30BaH Ana KpnnT03aLi^MTbi cucTeM 
TeneKOMMyHHKai4MOHHbix TexHonornM. Cyu4HOCTb 
cnocooa 3aKnioHaeTca b tom, hto Ha npneiviHOM 
CT3HI4MM Bbi6wpafOT npocTbie cnyHaMHbie nucna, 

M3 KOTOpblX CjDOpMMpyfOT CeKpeTHbIM KJ1KDH A™ 

npweMHWKa b CMCTeMe CBa3M oSmero 
nonb30BaHHfl. H3 cnyHaMHbix Hucen Ha ocHOBe 
noriMHOMMHaribHbix npeo6pa30BaHHw 
cf)opMnpyK)T ceKpeTHbiti KntOH n^a 

AeiUHC|DpOBaHMa B npMeMHMKe, KOTOpbIM 

HenocpeACTBeHHO CBasaH c kjijohom b cucTeMe 
CBA3H o6Li^ero nonb30BaHMa Ana npneiviHMKa, ho 
He MO>KeT 6biTb no Heiviy BbHi/icneH. Kjikdh 
npneMHMKa nepeAaeTca Ha nepeAaTHMK, 
KOTopbiM npeo6pa3yeT nepeAaBaeMyio 
MHcjDopMaunfo m KntOH npneMHMKa n qbopMMpyeT 
3aujMcjDpoBaHHbiM curHan HHq^opMai_|nn. 
3aujMc|DpoBaHHbiM CMman nepeAaKDT Ha 
KoppecnoHAHpyioLUHfi npneMHMK no KaHanaM 
CMCTeM CBA3M oGinero nonb30BaHMa. 3Ty 

MHCpOpMai^HK) JierKO npMHflTb, HO HeB03MO>KHO 

npeo6pa30BaTb 6e3 3HaHMa ceKpeTHoro Knfona 
AeLUMcjDpoBaHUfl b npneMHUKe. B npneMHMKe 
npeo6pa3yfOT 3ai_LMqbpoBaHHbiM curHan 

MHCjDOpMai^HM V\ CeKpeTHbIM KnfOH 

Aeiunc|DpoBaHMn b OTKpbiToe coo6i_L4eHwe [2] 

OAHaKO cyiu.ecTBeHHbiM HeAOCTaTKOM 3Toro 
cnoco6a ^Bns^eTca HH3Kaa npoM3BOAHTenbHOCTb, 
ooycnoBneHHaa HeooxoAMMOCTbto BbinonHeHMa 
nonnHOMnanbHbix npeo6pa30BaHMM. KpoMe 
Toro, AaHHbiM cnocoo" He npeAycMaTpuBaeT 
3aii^nTy MHcjDopMai^nM b npoi^ecce ee o6pa6oTKn 
n xpaHeHMjq. 

Han6onee 6jim3kmm k 3aaBneHHOMy 
aBnaeTca cnocoo" reHepai4nn LuncjDpKTifOHa, 
KOTopbiM MO>KeT 6biTb ncnonb30BaH A^m 

KpHnT03aLL4HTbl CMCTeM TeneKOMMyHMKai^MOHHblX 

TexHonorMM [3] 

l/l3BecTHbiM cnocoG peann30BaH cneAy^Li^MM 
o6pa30M: bboa^t naponb (ID), reHepupyHDT 
LuecTb 3HaneHMM nwcen Ha ocHOBe napona, 
HanpMMep 

Pi pj(ID) mod A 

Qi qj (ID) mod B 

rAe i=j=1,2 3 3, a A m B npocTbie nucna, 
0opMnpyK)T MaTpni4y HMcneHHbix 3HaneHHM 
qbyHKi^MM Y m Z pa3MepoM (A.B). MucneHHbie 
3HaneHMa 0yHKi4MM Y n Z pa3Meii4aroT b gtom 
MaTpni^e b cooTBeTCTBMM c anropnTMaMU 
nonnHOMnanbHbix npeo6pa30BaHMM, b KOTopbix 
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HMcna Pj n Qj Mcnonb3yK>Tca b KanecTBe 

K03Cf)qbHL|MeHTOB 

Y (Pi + P 2 X 2 + P 3 X 3 ) mod A, 

Z (QiY + Q 2 Y 2 + Q 3 Y 3 ) mod B 

flpyrkie nonnHOMManbHbie Bbipa>KeHMa MoryT 
6biTb nonyneHbi Ha ocHOBe npeAno>KeHHoro 
cnoco6a npn 3HaneHMax X 0,1, N-1, rAe N 
Hucno 6MTOB Knhona. 

BuTbi KnMDHa 3anncbiBafOT b onpeAeneHHyfo 
oonacTb 3anoMHHaK^U4ero ycTpoMCTBa, 
MAeHTMcjDML^npyeMyra Ha ocHOBe npeAno>KeHHoro 
cnoco6a. 

ripocToe Hucno A Bbi6npaeTcn KaK 
HaMMeHbuiee npocToe nucno, 6onbLuee Ha 
eAMHMi4y nucna N. Ecnn Knton CKpbiT b o6nacTM 
naM^TM pa3MepoM M * N 6mt, npocToe HMcno B 
Bbi6npaeTca TaKMM o6pa30M, HToGbi oho 6bino 
6onbiue npocToro HMcna A m oGnacTb A*B 6ht 
noMemanacb b o6nacTM M*N 6mt. 

OopMnpoBaHne MHo>KecTBa Y 

oSecneHMBaeTca nyTeM pacneTa q^yHKU.nn Y(x) 
npn 3HaneHnax x 1.(-1), a 3HaneHna MHO>KecTBa 
Z(Y) paccHHTbiBaKDTca no cooTBeTCTBytoLi^eM 
qbopMyne, m 3jv\ 3HaneHna pa3MemaK)Tca b 
o6nacTM naM^TM no aApecaM b cooTBeTCTBMM c 
saaBnaeMbiM cnoco6oM. 

3HaneHna TaK CBa3aHbi co 3HaneHMaMM 
no3nu,MM 6mt KnkDHa, 0 m 1 KOToporo 3anncaHbi b 
aApecyeMOM o6nacTM 3anoMMHafOLU,ero 
ycTpoMCTBa, hto no3BonaK)T npoBecTM 
MAeHTMc|3MKai4Mfo N GMTHoro KTifona npn 
AeujucppaL^MM. 

flaHHbie, nonyneHHbie npn aHannse 
onucaHwa pa6oTbi cnoco6a-npoTOTnna npn 
pa3MemeHMH 6mtob KJifona b oonac™ naMaTH, 
HanpMMep, pa3MepOM 2 KoaMTa (16000 6mt) m 
npM N 64 noKa3biBahDT, hto KonMHecTBO 
BapMaHTOB nepe6opa pa3nMHHbix 3HaneHMM 

, , MnM 

= 16000 |/15936 | 

npMMepHO 10 260 KOM6MHai4MM, hto no3BonaeT 
yTBepwaTb o AOCTaTOHHOM KpnnTorpac|DMHecKOM 

CTOMKOCTM. 

OAHaKO M3BecTHbiM cnoco6 MMeeT 
HeAOCTaTKM: o6naAaeT HeBbicoKOM CKopocTbio 
npeo6pa30BaHMM, hto CBa3aHO c 
nonnHOMMHanbHbiMM anropMTMaMM 
o6pa30BaHMa Kntona, hto Bbi3biBaeT 
Heo6xoAMMOCTb b npoBeAeHMM cno>KHbix 
BbiHMcneHMM npM reHepai_\MM LUMqbpKn^Ha; 
ccjDopMMpoBaHHbiM Knton Mcnonb3yeTca npM 
o6MeHe MHQbopMai4MM no KaHanaM o6LL4ero 
nonb30BaHMa, to ecTb He peujaeTca 3aAana 
3au4MTbi MHcjDopMai4MM b npoLiecce ee xpaHeHMa 
m o6pa6oTKM. 

I4enb« M3o6peTeHMa aBnaeTca pa3pa6oTKa 
cnocoGa KpMnT03au_^MTbi 
TeneKOMMyHMKai^noHHbix TexHonornw, 
o6ecneHMBajoLAero noBbiujeHne 

SblCTpOAeMCTBMa , HaAe>KHOCTM AOCTaBKM 

coo6Li4eHMM c rapaHTupoBaHHOM mx 3au4MTOM npn 

MCnonb30B3HMM MMHMManbHOTO HMcna 

AononHMTenbHbix ycTpoMCTB, oSecneneHMe 

XpaHeHMa MHCpOpMai^MM Ha Cf)M3MHeCKOM 

HOCMTene c rapaHTMpoBaHHOM 3amMTOM ot 
HecaHKi^noHnpoBaHHoro flocTyna. 

3to AOCTMraeTca TeM, hto b M3BecTHOM 
cnoco6e KpMnT03au4MTbi 
TeneKOMMyHMKai^noHHbix TexHonornw, 
3aKnK)HaraLL4eMca b npeABapMTenbHOM 3anMCM b 
sanoMMHatoLnee ycTpoMCTBO coBOKyn hoctm 
pa3peiueHHbix naponeM, BBeAeHMa napona, ero 
MAeHTMcj^MKai^MM, BBOAa Kntona, reHepMpoBaHMa 
nceBflocnyHaMHOM nocneAOBaTenbHOCTM, 
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CjOOpMMpOBaHMfl LUMCjDpKJIHDHa, LUMCjDpOBaHMfl 

MHc|Dopiviai4HOHHoro CMmana, nepeflann b KaHan 
cucTeM CBA3H o6~mero nonb30BaHMfl 
LiiMc(DpoBaHHoro cm man a m fleujucjDpoBaHM^ 
3Toro cumana, nocne nfleHTMC^MKai4MH napona 
Bbipa6aTbiBaK3T CMman BbiGopa pe>KMMa 

06pa60TKM LUMCjDpKnHDMa M MHCpOpMai^MOHHOrO 

cumana b cucTeivie OTKpbiToro v\yva 3aKpbiToro 
pacnpefleneHUfl KnioHeM, reHepupyfOT 
nceBflocnynaMHyK) nocneAOBaTenbHOCTb c 
Mcnonb30BaHneM BbiSpaHHOM cucTeMbi 
pacnpefleneHHfl KmoneM, cjDopMnpyfOT 
LUMcjDpKnKDH b BUfle noflicnfOHeCi 3aflaHHoro 
pa3Mepa v\z nceBAOcnynaMHOM 

nocneAOBaTenbHOCTM no Bbi6paHHOMy pexMMy, 
Lunc|DpyK)T HHcjDopMai^noHHbM cm man no 
Bbi6paHHOMy pe>KHMy, bboa^t mctkh CMmanoB 
EflMHoro BpeivieHM, nepeAaioT saujMcjDpoBaHHbiki 
MHcjDopiviaL^MOHHbiM cm man b KaHan CMcreMbi 
CBA3M o6mero nonb30BaHMfl m AeLUMcfcpyioT. 
npMHeM reHepai4Mio nceBAOcnynaMHOM 
nocneAOBaTenbHOCTM b CMCTeMe 3aKpbiToro 
pacnpeAeneHMfl KnioHeFi ocymecTBnfiioT nyTeM 
reHepai^MM nocneAOBaTenbHOCTM MMcen n 
Hano>KeHM^ Ha Hee naponn, a b CMCTeMe 
OTKpbiToro pacnpeAeneHMfi KmoneiTi reHepai^Mfl 
nceBflocnyHaMHOM nocneAOBaTenbHOCTM 
3aKnfOHaeTC?i bo BBeAeHMM KntoneM nepBoro 
X a n BToporo Xb KoppecnoHAeHTOB, 
cf)opMMpoBaHMM nocneAOBaTenbHOCTetf no 
cj^opiviynaM 

YAq^mod N, 

Y B q XB mod N, 

rAe q m N napaivieTpbi OTKpbiToro Knfona, 
o^MeHe Me>KAy KoppecnoHAeHTaMM 

cc(DopMMpoBaHHbiMM nocneAOBaTenbHOCTM mm m 
BbiHucneHMM o6ii4eM nocneAOBaTenbHOCTM BWAa 

Y*q XAXB modN. 

OopMMpOBaHMe LJJMClDpKnfOHa M3 

nceBAOcny^aMHOM nocneAOBaTenbHOCTM b BMAe 
noAKnioMeM 3aAaHHoro pa3Mepa BKnioHaeT 
nocneAOBaTenbHoe BbNMcneHMe SHaneHMM 
yKa3aTeneM HOMepa noAnewamero oo"paooTKe 
onoKa M3 nceBAOcnynaMHOki 

nocneAOBaTenbHOCTM Yj m Uj (i 1,2,) no 
cjoopMynaM 

Yj [Y M + f (Uj^)] mod (L y /k), 

Uj [U M +f(U M )] mod (L u ) 

rAe L m L AnMHbi noAKntoneM b 
6aMTax,onpeAenfieMbix Bbi6paHHbiM pe>KMMOM 
o6pa6oTKM. 

Bboa CMTHanoB Eamhoto BpeiwieHM BKnioMaeT 
mx npMeM no KaHanaM cucTeMbi Eamhoto 
BpeivieHM, BbiGop M3 hmx BpeivieHHbix MeTOK no 
3aAaHHOMy pe>KMMy m 3anMCM otmx MeTOK b 
aflpecHbie o6nacTM 6noKOB LUMc|DpcMrHarioB. 

LUMcjDpoBaHMe MHcjDopMau,MOHHoro CMTHana 
no 3aAaHHOMy pexMMy BKmonaeT 
AMCKpeTM3ai4Mfo MHCpopMai^MOHHoro CMmana Ha 
K-6~aMTOBbie cjiokm (K > 2) m npeo6pa30BaHMe 
otiokob k BMAy, HanpMMep (Ci,C K )j [(t^yjXORF 
(Yj) + f(Ui)]XOR(p + 1), 

rAe (C-|.C K ), (t-i.t K ) 3aujMcfipoBaHHbie m 
McxoAHbie HHc|3opiviai4MOHHbie curHanbi, 

p KOHCTaHTa, 3aAaBaeMaa BbicpaHHbiM 

pe>KMMOM. 

LLlMc(DpoBaHMe MHcjDopMai^MOHHoro CMTHana 
no 3aAaHHOMy pe>KMMy BKnioHaeT 
AMCKpeTM3ai_^Mfo MHcf)opMai4MOHHoro CMmana Ha 
K-6aMTOBbie 6noKM (K>2) m npeo6pa30BaHMe 
otiokob k BMAy, HanpMMep 

(Ci-C k ) fo.td + F(Yj)] XOR [256f(U M + 1)] 
rAe (C-i.Ck), (t-|.t k ) 3aiUMc)DpoBaHHbie m 



10 



15 



20 



25 



30 



35 



40 



45 



50 



55 



60 



ncxoAHbie MHcjDopMai4MOHHbie ckimanbi. 

fleLUMcj^poBaHMe 3ai_UMcj[)poBaHHoro CMmana 
BKnHDHaeT A^CKpeTM3ai4MHD npMHMMaeMoro 
3aiuMc)DpoBaHHoro MH0opMai4MOHHoro CMmana 
Ha K-6MTOBbie cjiokm (K>2), npeo6pa30BaHMe 
6noKOB k BMAy, HanpMMep 

(ti.tiOs [(d.QOiXORF (Yj) + f(Uj)]XOR (p+1), 

rAe (C-i.C^), (ti.t k ) 3ai±JMcf)poBaHHbie m 
AeuJMc|DpoBaHHbie MHcjDopMai^noHHbie curHanbi, 

p KOHCTaHTa, 3aAaBaeMa?i Bbi6paHHbiM 

pe>KMMOM. 

fleiuMcjDpoBaHMe 3ai_UMcjDpoBaHHoro CMmana 
BKnionaeT AHCKpeTM3ai_|MK) npMHMMaeMoro 
saLUMcj^poBaHHoro MH<£opMai4MOHHoro CMmana 
Ha K-6MTOBbie 6noKM (k>2), npeo6pa30BaHMe 
6noKOB k BMAy, HanpMMep: 

(ti-tk)i (C^COi XOR[256f(U i . 1 )+f(U i . 1 +1)] F(Yj), 

rAe (C-|.C k ), (ti.t k ) 3aiuMcj3poBaHHbie m 
AeujMc|DpoBaHHbie MHcj^opMauMOHHbie cumanbi. 

Ha cjDMr. 1 npeACTaBneH cnoco6 

KpMnT03aLHMTbl CMCTeM TeneKOMMyHMKai^MOHHblX 

TexHonorMM; Ha cjDMr. 2a, 2b cnoco6bi 
BQ3MO>KHoro pa36MeHMfl ncn Ha noAKnraHM, 
CjDOpMMpOBaHMfl M3 hmx yHMKanbHoro KnfOMa 
nonb30BaTena M LUMCjDpOBaHMfl MHCjDOpMaU,MM 

AByxGaMTOBbiMM SnoKaMM; Ha a>Mr. 3 cnoco6 

LiJMCjopOBaHMfl HeTbipex6aMTOBblMM 6noKaMM; Ha 

cJdmt. 4 ycTpoMCTBO, peanM3yfOLAee cnoco6 

KpMnT03aLHMTbl CMCTeM TeneKOMMyTai^MOHHblX 

TexHonorMM. 

Bo3MO>KHOCTb peanM3ai4MM sa^Bn^eMoro 
cnoco6a KpMnT03aLi^MTbi CMCTeM 

TeneKOMMyHMKai^noHHbix TexHonorMM 
o6-bflCHfleTca cneAyfOLUMM o6pa30M. 

riepBbiM GTan HacTpoMKM KpMnTOMOAynn 
npeACTaBneH nocneAOBaTenbHOCTbfo npoi^eAyp 
Ha c>Mr.1 6noKaMM 0,1, 02, 03, 04. C noMOLAbio 
6noKOB 0,1, 02 BbinonHflHDTCfl nponeAypbi BBOAa 
m MAeHTMcjDMKai4MM napon^. BnoK 
MAeHTMc|DMKai4MM no3Bon^eT onpeAenMTb npaBO 
AOCTyna nonb30BaTena k pecypcaM ycTpoPicTBa 
m ynpaBnsTb ero nonHOMOHM^MM ot nonHoro 
AOCTyna ao a6conK3THOM h e ao CTy n h oct m b 
cnynae HecaHKi^MOHMpoBaHHoro AOCTyna. En ok 
03 no3BcrmeT Bbi6paTb pe>KMM pa6oTbi, KOTopbm 
3aKnioHaeTCfl b Bbi6ope cnoco6a reHepauMM 
nceBAOcnynaMHOM nocneAOBaTenbHOCTM (ncn), 
Bbi6ope AnMHbi Kmona m cnoco6a ero o6pa6oTKM 
Anfl nonyneHMM ujMc$>pKnHDHa. BnoK 04 
no3BonseT creHepMpoBaTb ncn, Bbi6paTb Knran 
3aAaHHOM AnMHbi, 3anMcaTb ero Ana 
AanbHeMLuero ncnonb30BaHMfl. 

reHepai^Mfl nceBAOcnynaMHOM 
nocneAOBaTenbHOCTM b npeAnaraeMOM cnocoSe 
ocyiAecTBnfieTCfl b AByx BapMaHTax: b CMCTeMe 
3aKpbiToro pacnpeAeneHMfl KTifoneM m b CMCTeMe 
OTKpbiToro pacnpeAeneHMfl KntoneM. 

reHepaunfo nceBAOcnynaMHoPi 
nocneAOBaTenbHOCTM b CMCTeMe 3aKpbiToro 
pacnpeAeneHM?i KTiK)HeM ocyu^ecTBn^fOT nyTeM 
reHepai^MM nocneAOBaTenbHOCTM HMcen m 
Hano>KeHM?i Ha Hee napona. 

reHepai^Mfi nceBAOcnynaMHOM 
nocneAOBaTenbHOCTM b CMCTeMe OTKpbiToro 
pacnpeAeneHM5i icnfoneM 3aicnfOHaeTCFi bo 
BBeAeHMM KnfOHeM nepBoro Xa m BToporo 
X B KoppecnoHAeHTOB, C>OpMMpOBaHMM 
nocneAOBaTenbHOCTeM no 4)opMynaM: 

X 

A 

V = c[ nodM 
A 

x 

B 

V = q modN 
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rfle q m N napaMeTpbi OTKpbiToro KJifona, 
o6ivieHe Me>KAy KoppecnoHfleHTaivin, 

CCjDOpMMpOBaHHbIMM nocneAOBaTenbHOCTAMM n 
BbiHucneHMM o6Li^eM nocneflOBaTeribHOCTM BUfla 
x x 

«■ A B 

V = q modN 

Pe3ynbTaT0M nepBoro 3Tana flBnaeTca 
cjDopMMpoBaHne n 3ani/icb yHMKaribHoro KHfona 
flaHHoro nonb30BaTerifl, KOTopbiM xpaHMTCfl ao 
BblKJItOHeHMfl ycTpoCicTBa. 

Ha nepBOM 3Tane HacTpofiKM Kp^nTOMOAyna 
npeflycMOTpeHbi TaKne npoLjeAypbi, KOTopbie 
MaKCMManbHO paccenBanki 6bi BnnwHMe 6htob 
naporifl Ha Knfon. Oahmm M3 Bap^aHTOB 
nonyneHUFi KanecTBeHHOM KfiraneBOM 
nocneAOBaTeribHOCTM Ha nepBOM 3Tane 
^Bn^eTCfl TaKaa cxeMa: 

1) npocToe pacujupeHne napona ao 
Heo6xoflHMotf An^Hbi a/i* nonyHeHwa wcxoAHbix 
Aa hhnx (npeAnaraeTcsq McnonbsoBaTb, 
HanpMMep, Tpn BapnaHTa pacwMpeHMfl ao 128, 
256 nnn 512 6aCiT); 

2) paccenBaHne BnnflHun cmmbojiob napona 
Ha KOHeHHyra KnfoneByfo nocneAOBaTenbHOCTb c 

nOMOLI^btO LUUCjDpOBaHMfl OAHMX MCXOAHblX 

KJifonePi noA ynpaBiieHneM Apyrux; 

3) Hano>KeHMe nopo>KA©HHoro b n.1) LuncjDpa 
Ha HeKOTopyKD CTaHAapTHyfo cnynaMHyto 
nocneAOBaTeribHOCTb, b pe3yribTaTe 
0opMnpyeTC?i paSoHMM ktiioh, 3anMCbiBaeMbiM 
Aanee b onepaTHBHyio naMflTb pe3MAeHTHO Ana 
ynpaBneHUfl KpunTorpacjDHMecKMMH 
npeo6pa30BaHHjqMM BToporo 3Tana. 

PaccMOTpMM BapnaHTbi anropnTMOB, 
peariM3yK)LL4MX c+jopMMpoBaHMe KnfoneM. 

1. BapnaHT anropnTMa reHepai4nn KJifona, 
AriMHOM 128 6afrr. 

1.1. YCTaHOBHTb 3HaHeHne j 0 

1.2. YcTaHOBMTb 3HaneHMe i 0 

1.3. 3anncaTb 3Ha<HeHMe X n 16 i + j 

1.4. YcTaHOBHTb i i+1 . Eoni/i U7, to nepeMTM 
k n.2.3. 

1.5. YcTaHOBHTb 3HaneHne j j+1. Ecnn 
j ^ 15, to nepewTH k n.1.2. 

1.6. PaccMHTaTb i t , rAe 

k=l £ k 
b k 6nTOBoe npeACTaBneHne K-Toro cuMBona 
napona. 

1.7. 3anncaTb a (x + n B) mod 256. 

1.8. Ha nonyneHHyK) nocneAOBaTeribHOCTb 
Hano>KHTb raMMy, npeACTaBnflfOLnyjo co6om 
naponb. 

(1.6, 1.7 v\ 1.8 HeycTpaHUMbie STanbi 
anropnTMa, KOTopbie MHoroKpaTHO noBTopaioTCfl 
npn nonbiTKe B3noMaTb cucTeiviy nyTeivi noAOopa 
napona; n.n. 1.1,1.5 mo>kho 3aiweHHTb bboaom b 
onepaTHBHyfo naMATb nooneAOBaTenbHOCTH 
0,16, 32, 48, 64, 80, 96, 112, 1,17,113, 
2,18,114, 3,19,115; 15,127, a Aanee nepeMTH 
k n. n. 6-8). 

2. BapwaHT anropnTMa cjDopMnpoBaHkifl 
Knfona AnMHOM 256 6awT. 

2.1. 3anncaTb nocneAOBaTenbHOCTb napbi 
HMceri i m 255-i Ana i 0,1,127. 

2.2. nonyHeHHyfo b n. 2.1 
nocneAOBaTenbHOCTb npoMOAynnpoBaTb 
MeTOAOM raMMnpoBaHUfi, Mcnonb3ya naponb b 
KanecTBe HanaraeMofi raMMbi. 

3. BapnaHT anropMTMa reHepai^nn Knjcwa 
AnnHOM 512 6a£Vr. 

3.1. 3anncaTb Mucna ot 0 ao 255 b bhas 
MaTpuLjbi 8*32 
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224 225 226 255 

3.2. YcTaHOBMTb 3HaneHne i 0, j 0. 

3.3. YcTaHOBMTb K=1. 

3.4. BbinncaTb CTonoeu MaTpwLjbi, 
HaHMHaioLAMMCfl c Hucna (b k + i) mod 32. 

3.5. YcTaHOBHTb j j+1. Ecnn j 64, to 
nepeMTM k n.3.8. 

3.6. YcTaHOBHTb k=k+1. Ecnn 1, to 
nepeMTM k n.3.4. 

3.7. YcTaHOBMTb i i+1 . 

3.8. HaKnaAbiBaa naponb KaK raMMy, 
npoMOAynnpoBaTb nonyHeHHbm p?iA nucne c 
Mcnonb30BaHMeM onepai^MM XOR. 

BTopow 3Tan saKnHD^aeTca b BbinonHeHnn 
npoi^eAyp, peann3yeMbix 6noKaivin 05 m 06 
(4)nr,1). 

B 6noKe 05 ocyLnecTBn^eTCfi cfsopiviMpoBaHMe 
LUMcjDpKnHDHa M3 icnfOHa, nonyneHHoro Ha nepBOM 
3Tane, b BMAe noAKHfoneti 3aAaHHoro pa3Mepa, 
KOTopoe BKnHDHaeT nocneAOBaTenbHoe 
BbNucneHne 3Ha^eHnCi yKa3aTeneCi HOMepa 
noAneKamero o6pa6oTKe 6noKa KnioMa Yj m 
U j(i 1,2,) no 4)opMynaM, HanpMMep: 

Yj [Y M +f(U M )] mod (L y /K), 

Uj [U M +f(U M )] mod (L u ), 

rAe L y v\ L u AnnHbi noAKnfoneM b 6aCiTax, 
onpeAenaeMbix Bbi6paHHbiM pe>KHMOM 
o6pa6oTKH. 

B 6noKe 06 ocymecTBnfleTCfl LuncjDpoBaHMe 
MHqbopMai4HOHHoro curHana no 3aAaHHOMy 
pe>KHMOM cnocoGy, Hanpniwep, nyTeivi 
AMCKpeTH3ai_i,MM cumana Ha GnoKM atiuhoCi 2 m 
6onee 6aMT m npeo6pa30BaHM5R gtux 6noKOB, 
HanpMMep, no cneAyioLAMM BapnaHTaM 

MOAUCfjMKai^MH. 

B nepBOM BapnaHTe (c+jmt.2) ncnonb3yeTC?i, 
HanpMMep, MeTOA c AByMfl 
HenepeceKatoLAMMMca noAKnfOHaMM, npM^eM b 
BepxHeM noAKnfOMe ycTaHaBnMBaeTca war 
HyMepai4MM b 2 6aMTa, a b HM>KHeM 1 6aMT. B 
3tom cnynae LUMc+jpoBaHMe ocyLAecTBnaeTCfl no 
cjDopMyne 

(Ci.C k )j [(t. tOjXORFCYO+f (Uj)] XOR (p+1) (1) 
rAe (C^COj, (t 1 .t k )j - 3ai_LiMc+jpoBaHHbie m 

McxoAHbie MHcjDopMai^MOHHbie CMTHanbi i-ro 

6noKa, 

p KOHCTaHTa, 3aAaBaeMafl, HanpMMep npn 
Bbi6ope pe>KMMa. 

B ApyroM BapwaHTe (cfjMr.3) Ana BHeceHMfl 
AononHMTenbHOM HeonpeAeneHHOCTM Ana 
KpMnToaHanM3a c K03cjDcjDML4MeHTOM 256 
Mcnonb3yeTC?i, HanpMMep, MeTbipex6aMTOBaa 
KOHCTaHTa p 5 BbNMcnneMaa no naponra Ha 
nepBOM 3Tane. MexaHM3M npeo6pa30BaHMM b 
stom cnynae 3aKntoHaeTC?i b tom, hto o6lamm 
KnjOH npeACTaBnaeTCJR b BMAe 32-pa3pflAHbix 
ABOMHHblX HMcen, a UJMCjDpOBaHMe 

ocymecTBnfleTCfl 4-x 6aMTOBbiMM 6noKaMM. 

B stom cnynae LUMqbpoBaHMe 
ocyL^ecTBnsqeTCfl no c+jopMyne, HanpMMep: 

(CiCsCgGaJi [U2^U)\ XORF(Yj) + f (Uj)] 
XOR (p+1) (2) 

npMBeAeHHbie anropMTMbi peanM3ytoT 
pe>KMM GnoHHoro LUMcjDpoBaHMfi, aHanorMMHO 
opraHM3yeTcn m noTOHHoe ujMcjopoBaHMe 
MHdpopMai_|MM, KorAa Kax<AbiM CMMBon MexoAHoro 
MHdpopMai4MOHHoro curHana npeo6pa3yeTca 

OTAenbHO. flpM 3TOM CKOpOCTb LUMcjDpOBaHMfl 
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cymecTBeHHO He MeHaeTca. flna conocTaBneHi/ia 
oTMeTHM, hto Ana cucTeMbi no CTaHflapTy DES 
npn peajinaai^nn noTOHHoro u_i[/ictppoBaHi/ia 
Heo6xoflHMO ncnonb30BaHne cnei^naribHbix 

CXeM, HTO npHBOAUT K CHM>KeHMKD CKOpOCTH 
LJJl1Cj3pOBaHMfl flO 25% OT CKOpOCTH 

npeo6pa30BaHna b 6noHHOM pe>KMMe. 

fleiunctDpoBai-iwe BbinonHaeTca c 
Mcnonb30BaHneM BbiSpaHHoro Knfona w pe>KMMa, 
m 3tot npoi^ecc aBnaeTca MHBepcuew npoi^ecca 

3aLUMC|DpOBaHMfl. 

fleLUMcjDpoBaHwe 3au_inc|DpoBaHHoro cumana 
BKnfonaeT AHCKpeTH3ai4Mfo npuHMMaeivioro 
3aujMclDpoBaHHoro HHcjDopMaunoHHoro curHana 
Ha K-6MTOBbie 6noKM, HanpuMep, npn k >2, 
npeo6pa30BaHne 6jiokob k bmay 

(tj.t k ) [(C 1 .C k )XORF(Y i ) + f(Ui)]XOR (p+i) (3) 
rfle (Ci.Ck), (t-i.tk) KOHCTaHTa, 3aAaBaeMaa 

BblSpaHHbIM pe>KMMOM. 

Oopiwyria (3) npeAcraBnaeT co6om MHBepcufo 
qbopMynbi (1). 

AHanornHHO AeLnnc|DpoBaHMe 
3aujnc|DpoBaHHoro curHana MO>KeT 

npow3BOAHTbCfl npeo6pa30BaHneM ojiokob k 
BMAy, HanpuMep, 

(t r t k ) (Ci.CkJXOR [256f(U M ) +f(U M +1)] 
F(Y j) (4) 

rAe (Ci.Ck), (ti-tk) 3ai_uncjDpoBaHHbie n 
AeiuncjDpoBaHHbie HHcjDopMai^MOHHbie cwrHanbi. 
<£opMyna (4) npeACTaBnaeT co6oi?i MHBepcuio 
o>opMynbi (2). YcTpoMCTBO, peariM3ytoLAee 

cnocoo" KpMnT03aLAMTbl CMCTeM 

TeneKOMMyTauMOHHbix TexHonoruM, coa@P>kht 
BbNMCJiHTerib 1, 6jiok 2 BBOAa-BbiBOAa, 6jiok 3, 
anropnTMOB, 6jiok 4 xpaHeHna KJiKDHSBbix 
flaHHbix ojiok 5 conpa>KeHi/ia, otiok 6 
KpwnTOMOAyna, LimcppaTop 7, ojiok 8 
ynpaBJieHns. 

BnoK 1 BbNucnkiTerifl, KOTopbiM bxoaut b 
cocTaB pa6onero MecTa nonb30BaTena h 
BbinoriHaeT apyHKU^i/i ero ayTeHTUcj^MKai^nn , 
ynacTByeT b nporpaMMHO^ peann3ai4nn nepBoro 
m BToporo 3Tana iuncf)poBaHna. Bjiok 
BbNi/ianHTerm MO>KeT 6biTb peanw30BaH b Bi/iAe 
3BM co BceMM nepucj^epufiHbiMn ycTpowcTBaiviM. 

Bjiok 2 BBOAa/BbiBOAa uiHOpopMau.MH 
no3BormeT BBOAHTb m BbiBOAMTb pa3ni/iHHbie 
BMAbi HH0opMai4HH, noAnexaLAne 

LuncjDpoBaHMfo. C BbixoAa 6noKa 2 ckimanbi 
coo6Li^eHMfl nocTynaHDT nn6o Ha bxoa orioKa 1 
nn6o Ha 1-bifi bxoa 6\noKa 7. Ha bxoa 6noKa 2 
curHaiibi nodynaioT nn6o c BbixoAa onoKa 1 
nn6o co BToporo BbixoAa 6noKa 7. 

Bjiok 3 anropnTMOB ooecneni/iBaeT 
npeABapMTeribHyK) HacTpoMKy KpunTOCucTeivibi n 
npeAHa3HaneH Ana qbopMMpoBaHHa npoupAyp 
nepBoro STana i_unc£poBaHna m ycTaHOBKH 
pe>KMMOB pa6oTbi LUMcjDpytoLAero ycTpowcTBa b 
pa3riMMHbix BapnaHTax ero Mcnonb30BaHna, 
peannsoBaH nporpaMMHO b onepaTHBHofi 
naMfiTM 3BM. B 6noKe 3 Ha 3Tane HacTpoMKM b 
pe>KMMe 3aKpbnoro pacnpeAeneHMfl KTifOHew 
cjDopMnpyeTCfl nceBAOcnynaPiHafl 
nocneAOBaTenbHOCTb (ncn) Ha ocHOBe 
ceKpeTHoro napon?!, M3BecTHoro ToribKO 
nonb30BaTeriHD (aBTopy) MHcjDopMai^nn, 

BBOAHMOM B CMCTeMy TeneKOMMyHUKai^MOHHOCl 

TexHoriornM. CcfjopMnpoBaHHan b 6roKe 3 ncn 
3anncbiBaeTCfl b 6jiok 4 xpaHeHM^ KJiio-ieBbix 
AaHHbix. Bjiok 3 nporpaMMHO o6ecnennBaeT 
Bbi6op pe>KMMOB pa6oTy ycTpoMCTBa, 
no3BOJiflfOLHnx ocyLAecTBMTb npodyio CMeHy 
anropuiTMOB paooTbi ycTpoCicTBa b pa3nnHHbix 
BapnaHTax ero ncnorib30BaHMjq. 
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Bjiok 4 xpaHeHMfl KJiioHeBbix AaHHbix 
peariM30BaH nporpaMMHO b onepaTMBHOM 
naM?nn BbiHucnuTen^ n ooecneHUBaeT 
xpaHeHne MHc|DopMai4MM o Krifonax nonb30BaTe.rm 
b BMAe, rapaHTupoBaHHO 3aLAHLU,eHHOM ot 
HecaHKU,noHnpoBaHHoro AOCTyna (HflC). 

Bjiok 6 KpuriTOMOAy-rm peariM30BaH 
nporpaMMHO n cymecTByeT pe3MAeHTHO b 
aApecyeMOM naM^TM BbNucjinTejia. Bjiok 6 
npeAHasHaneH Anfl BbinojiHeHHH onepai^MM 
LUMcjDpoBaHMn n AeLLin4)poBaHnn BToporo GTana 
KpnnTorpac|3MHecKnx npeo6pa30BaHMH. 

Bjiokh 3,4 h 6 npeACTaBn?ifOT M3 ce6a 
o6nacTb aApecyeMOM naM^TH 3anoMMHahDLAero 
ycTpoficTBa, BXOA^Lnero b cocTaB BbNucnuTen^ 
1. 

Bjiok 5 conpfl>KeHHfl npeAHa3HaneH Ana 
peajiM3ai^nn npoTOKonoB, o6ecneHMBaioLAHx 
conpa>KeHne ycTpoPicTBa c KaHanaMU CBa3M 
o6uj,ero nojib30BaHHfl no ojieKipunecKUM 
napaMeTpaM. 

LilncjDpaTop 7 peajiM30BaH annapaTHO m 
npeAHasHaneH Ana BbinoiiHeHHfl onepauHM 
BToporo 3Tana KpnnTonpeo6pa30BaHHM no 
3aaBnaeMOMy cnoco6y. 

Bjiok 8 ynpaBJieHna peajin30BaH annapaTHO 

M COCTOMT H3 npneMHUKa CklTHaJlOB EAUHoro 
BpeMeHM M y3Jia CjDOpMMpOBaHMa MeTOK 

BpeMeHU . 

cDopwiyna M3o6peTeHMfl: 

1 . CnocoS KpnnT03aLAMTbi CMCTeM 
TeneKOMMyHMKai4MOHHbix TexHOJiornii, 
3aKJihDMaHDLLJ 1 HMC5R b npeABapnTejibHow sanncn B 
sanoMMHakDLnee ycTpoPicTBO coBOKynHOCTM 
pa3peLueHHbix naponeCi, BBeAeHwn napona, ero 
HAeHTUcjDHKai^nn, BBOAe KnioHa, reHepupoBaHMM 
nceBAOcjiy^aiiHOM nocjieAOBaTeribHOCTM, 

C|30pMHpOBaHMM LJJMCippKnfOMa, LUWC^pOBaHMM 

MH4)opMau,MOHHoro CMTHajia, nepeAaHM b KaHan 
cucTeMbi CBS3M o6iAero nojib30BaHna 
LuncjDpoBaHHoro curHana n Aei-UWQ^poBaHMM 
3Toro curHana, OTnuHafOLAHkica TeM, hto nocne 
HAeHTMc|DMKai4MH napona Bbipa6aTbiBahDT cuman 
Bbioopa pe>KMMa o6pa6oTKH Lunc^pKnKDHa n 
HHqbopMai_|MOHHoro cumana b cucTeMe 
OTKpbiToro nnn 3aKpbiToro pacnpeAeneHna 
KnioHeM, reHepupy^T nceBAOcnynaMHyio 
nocneAOBaTenbHOCTb c Mcnonb30BaHneM 
Bbi6paHHoti cwcreMbi pacnpeAeneHMn icnfonew, 

CjDOpMUpyJOT LUMCjDpKnfOH B bha© noAKnjoHeM 

3aAaHHoro pasMepa H3 nceBAOcnynaMHOM 
nocneAOBaTenbHOCTH no Bbi6paHHOMy pe>KMMy, 
bboa^t cumanbi EAUHoro BpeMeHM, ujuctppyfOT 

MHCjDOpMai^MOHHblCl CUTHan no 33AaHHOMy 

pe>KHMy, nepeAatoT ero b KaHan cucTeMbi cbs3m 
o6LAero nonb30BaHwn n AeLUMcjDpyjoT. 

2. Cnoco6 no n. 1, OTnuHarau^nPica TeM, hto 
b cucTeMe 3aKpbiToro pacnpeAeneHna KnfoneM 
nceBAOcnynaMHyto nocneAOBaTenbHOCTb 
reHepwpyioT b bha© nocneAOBaTenbHOCTH nucen 
n HaKnaAbiBaKDT Ha Hee naponb. 

3. Cnoco6 no n. 1, OTnunaiOLAHMCfl TeM, hto 
Ana reHepai^nn nceBAOcnynaPiHOM 
nocneAOBaTenbHOCTH b cucTeMe OTKpbiToro 
pacnpeAeneHna Kmonew bboa^t KnHDHH nepBoro 
X A m BToporo X B KoppecnoHAeHTOB, qbopMnpyfOT 
ABe nocneAOBaTenbHOCTM no cj^opMynaM 

x 

A 

V = cf modi N; 



V = cf nod H, 
B 

rAe guN napaMeTpbi OTKpbiToro KJifcna, 
nocne nero nepeAafOT ccjDopMnpoBaHHbie 
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nocneAOBaTenbHOCTM Y A b HanpaBneHnn B n 
Y B b HanpaBneHiin A, BbNiiormfOT o6u\y\o 
nocneAOBaTenbHOCTb BUfla 

«- A B 

Y = g mo .IN. 

4. Cnoco6 no nn.1 hum 2, 3, OTnwHaiOLUMMCfl 

TeM, HTO ATI?! 0OpMHpOBaHHf1 LUMCf)pKnK)Ha H3 

nceBflocnyMaMHOM nocneAOBaTenbHOCTM Y* b 
BMfle noAKJiHDHeCJi 3aAaHHoro pa3Mepa L y n 
L u nocneAOBaTenbHO BbHMcrmKrr 3HaneHWfl 
yKa3aTeneM HOMepa noAnewamero o6paooTKe 
6~noKa H3 nceBAOcfiyHafiHOM 

nocneAOBaTejibHOCTM Yj n Uj (i 1, 2,) no 
cjDopMynaM 

Y i [Y Ll+ f(U i . 1 )]mod(L y /k); 

Uj [U U1 +f(U M )] mod (L u ), 

rAe L y i/i L u A^UHbi noAKJ~iK)HeM b oafiTax, 
onpeAerifleMbix Bbi6paHHbiM pe>KHMOM 
o6pa6oTKn; 

k > 2 Hwcno, onpeAenaeMoe ahmhom 
noA-newamero o6pa6oTKe 6noKa b 6awTax. 

5. CnocoG no n. 1, OTJinHafOLAMMcn TeM, hto 
Ana BBOAa curHanoB EAUHoro BpeivieHM 
npuHMMaKDT mx no KaHanaM CMcreMbi Eamhoix) 
BpeivieHU, Bbi6npaK)T H3 hux BpeivieHHbie MeTKH 
no 3aAaHHOMy pe>KMMy m 3anncbiBaioT 3tm MeTKH 
b aflpecHbie o6nacTH 6jiokob Lunc^pcurHanoB. 

6. Cnoco6 no nn. 1 mjim 2, 3, OTJiHHaK)LAMMC£i 
TeM, hto Ann nincppoBaHUfi MHcfopMai^HOHHoro 
cwmajia no 3aAaHHOMy pe>KHMy AHCKpeTM3npyioT 
MHcjDopMai^noHHbiM CMmar Ha k 6awTOBbie 6jioki/i 
(k > 2) m npeo6pa3yfOT stu 6tiokh k BMAy 



(C 1 C k ) [{U t k )i XORF(Yj) + f (Uj)] XOR (p + i), 
rAe (C 1 C k ), (t-i t k ) 3aiUM4)poBaHHbie m 
ncxoAHbie HHcjDopMai^noHHbie curHanbi, 

p > 2 KOHCTaHTa, 3aAaBaeMan Bbi6paHHbiM 

5 pe>KHMOM. 

7. Cnocoo" no n. 1, OTnuHahDinnMcn TeM, hto 
Ann LUMcjDpoBaHMfl MHcjDopMaijMOHHoro cwmana 
no 3aAaHHOMy pe>KWMy AHCKpeTM3MpyK>T 
MHcfiopMaL|noHHbii7i curHan Ha k - 6"aPiTOBbie 
6jiokh (k > 2) m npeo6pa3yfOT stu Bjiokm k BMAy 

10 (d C k )j [(t, t k )| + F (Yj)] XOR [256f (U L1 + 1)] 

rAe (C-| C k ), (t-| t k ) 3aujMCppoBaHHbie n 

MCXOAHbie MHCjDOpMai^MOHHbie curHaribi. 

8. Cnocoo" no nn. 1 nnn 2, 3, OTnuHaHDUHMMcn 
TeM, hto Ann ASLUi/icjDpoBaHUfl npMHAToro 

15 3aLunqbpoBaHHoro CHmana A^icKpeTH3npyfOT ero 
Ha k oafiTOBbie 6jiokm (k > 2), npeo6pa3yfOT stm 
otiokm k BMAy 

(ti t k )i [(Ci C k )j XORF (Yj) + f (Uj)] XOR (p + 

i). 

rAe (Ci C k ), (ti t k ) 3aLUM4)poBaHHbie v\ 

ASLLIMCjDpOBaHHbie HHCjDOpMaLJMOHHbie curHanbi, 

p > 2 KOHCTaHTa, 3aAaBaeMaa Bbi6paHHbiM 

pe>KHMOM. 

9. Cnoco6 no n. 7, OTnwHaioLUMMCfl TeM, hto 
Ana AeuJMqbpoBaHun npMHsrroro 

25 3aiuncf)poBaHHoro CMTHana ero A^CKpeTM3npyK3T 
Ha k 6aMTOBbie Sjiokm (k > 2), npeo6pa3yfOT stm 
otiokm k BMAy 

(U t k )i (d C k )j XOR [256 f(U Ll ) + f (U L1 + 
1)]F(Y|), 

30 rAe (C-i C k ), (t-i t k ) 3ai_un0poBaHHbie 

MHCjDOpMai^MOHHbie CMTHaJIbl, i 1,2,3 
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